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The HIPAA Security Rule requires you to:

Ensure the confidentiality, integrity and availability of all 
electronic protected health information (ePHI) the you 
create, receive, or transmit; 

Protect against any reasonably anticipated threats or 
hazards to the security or integrity of such information;  
and 

Protect against any reasonably anticipated uses or 
disclosures of such information. 
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HIPAA Security Rule Requires that 
you maintain:

Administrative, physical and technical safeguards to 
ensure the confidentiality, integrity and security of ePHI 

Development of policies and procedures

Staff training 

Protect against theft, environmental hazards

Use of encryption, anti-malicious software and firewalls

.
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Mobile Devices:  Tips to Protect and Secure 
Health Information

.

Use a password or other user 
authentication

Keep security software up to date.

Install and enable encryption. Research mobile applications (apps) 
before downloading.

Install and activate wiping and/or 
remote disabling.

Maintain physical control of your 
mobile device.

Install and enable a firewall. Use adequate security to send or 
receive health information over public 
Wi-Fi networks.

Install and enable security software. Delete all stored health information 
before discarding or reusing the mobile 
device.
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R.I.P.  Web 1.0… (you had a good run)

.
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Say “Hello” to Web 2.0!               (because your employees have)

.
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At/about work…               
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About the boss…               
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Social Media: It’s Not Just for 
Your Kids Anymore

Communication with Patients

Communications with Colleagues

Marketing

.

Getting Started: Do they Sell 
Social Media for Dummies?

Social networking policies

Disclaimers and Notices

Safeguards

.
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Technology

Personal Phone?

Personal iPad or Computer?

Security?

.

Standards of Care Issues

.

Questions?

.
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